N T
55 45 A5 8 ] W OfE ¥ R Vol.45 No.8
2024 4£8 H Journal on Communications August 2024

ERBERMSEESHPRTHREENAR

| mFEL, wmikk', NF', F=2H, LR, T9m’
(1. PO TR R85 TRE2ERE, BEFE FEee 710077; 2. I E RSB EER AT, )4 W91 5180005
3 AL EREE S S EARBE AT, d6a 100085)

O R T 2K A P AU I RO R K B A T W 3 T A A P A PR R AR R
PR T — AT R W E IR E QM4 (D3QN) iR L i PE SIS (DDPG) ik 2 B RE AR & A P 1 i
B % &I EAMEMETT (RSU) F B YME T HOR ARSI W #6355 5 IO &, JF @i ik &
MACZER P (VU 133k 5 RO el . BHLZE RSU UESE, LA JZ RSU M BIME T4 J7 1) AR S Th e 42
43T SRS IR A Rl R KA . fELIER b, BEXT B i ah A, MR T D3QN K
VU 4 BE {4 A%, T D3QN-DDPG [ RSU B feff, SKBL 1 Semf B B-E SR G . fa, 24 MTERE
ST AT SR EE SRS, BOE T TR T SR Rl .

R KPR ZREENR; MBER LA R

hESES: TN92

MERESE: A

DOI:10.11959/j.issn.1000—436x.2024149

Secure transmission scheme for millimeter-wave Internet of
vehicles with multiple base stations and users

JU Ying', CHEN Yuchao?, TIAN Suheng', LIU Lei', LI Zan', PEI Qingqi', WANG Mingyang®

1. School of Telecommunications Engineering, Xidian University, Xi’an 710077, China
2. China Gridcom CO., LTD Shenzhen City, Shenzhen, 518000 China
3. Beijing Institute of Tracking and Communication Technology, Beijing 100085, China

Abstract: For the timeliness of millimeter-wave secure beamforming in mobile scenarios and the robustness of secure
connections in millimeter-wave dynamic eavesdropping scenarios, a multi-agent secure cooperative communication
scheme based on a dueling double deep Q network (D3QN)-deep deterministic policy gradient (DDPG) algorithm was
proposed to address communication security issues. The scheme utilized road side unit (RSU)-assisted cooperative jam-
ming technology to reduce the eavesdropper’s reception quality of confidential signals. The optimization problem was
formulated to maximize the total secrecy rate of all legitimate vehicles by optimizing the joint base station and beam
connection control of the VUs, the selection of the jamming RSUs, and the cooperative jamming direction and transmit
power of RSUs. Furthermore, for the challenges posed by the high dynamics of vehicular networks, the scheme
achieved a fusion of real-time discrete and continuous decision-making by creating a VU agent grounded in D3QN and
an RSU agent harnessing D3QN-DDPG capabilities. Finally, through multi-dimensional performance analysis and
scheme comparison experiments, simulation results demonstrate the effectiveness of the proposed scheme.
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